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SAML 2 Key Concepts

• Service Provider

• Identity Provider

• Metadata

• AuthNRequest

• Response + Assertion
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Identity\Service Provider
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Metadata
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AuthNRequest
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Response + Assertion
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Cloud Key Concepts

• App Service

• App Service Plan

• App Gateway\WAF

• Azure Container Registry

• Virtual Networking

• App Registrations
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App Service

The SLA, Compute 

capacity, and 

capabilities assigned to 

an App Service. 

A repository for docker 

images

An abstract layer for our 

web server. How we 

define and deploy 

behavior. Container Registry

App Service Plan
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Virtual Network

Ingress controller for the 

Azure Virtual 

Network\Applications

Appliance for defining a 

networked environment 

that can be hidden from 

the public internet. 

Firewall service 

mounted to our ingress 

to inspect requests and 

protect our resources

Application Gateway

Web Application Firewall (WAF)
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Overall Architecture 

• App Service hosts Shibboleth as SP and 

IdP

• Azure AD exposes SAML 2.0 sign on 

endpoints

• Gateway + WAF exposes App Service to 

public internet

• Container registry stores configured 

Shibboleth Docker image.
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Resource Framing

Resource Group, Vnet, Snet
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Compute Resources

App Service, App service plan, Azure container registry
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WAF, Reverse Proxy, Load Balancer

App Gateway setup
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Enterprise App + Registration

App Registration

Enterprise Application



SHIBBOLETH IDP 

CONFIGURATION
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The TIER Idp Base Image & Configuration

GitHub - docker/shib-idp: Shibboleth IDP 

container construction (internet2.edu)

GitHub -

docker/ShibbIdP_ConfigBuilder_Container

(internet2.edu)

Shibboleth IdP v4.3.1

Tomcat v9.0.16

https://github.internet2.edu/docker/shib-idp
https://github.internet2.edu/docker/shib-idp
https://github.internet2.edu/docker/ShibbIdP_ConfigBuilder_Container/
https://github.internet2.edu/docker/ShibbIdP_ConfigBuilder_Container/
https://github.internet2.edu/docker/ShibbIdP_ConfigBuilder_Container/
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Steps to Configure IdP

• Signing and Encryption Tokens

• IdP Metadata, entity id

• Azure AD Metadata + InCommon Metadata\MDQ

• Attributes, Attribute Profile

• Transcoding and Claims

• Resolution and Mapping

• Filter policy
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IdP Metadata – Signing, Encryption, EntityId

• Show metadata, file 

location on image, flow 

diagram exchanging 

metadata with Incommon
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SP Metadata – Signing, Encryption, 

AssertionConsumerService
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AzureAD Metadata
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InCommon Metadata - MDQ
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Attribute Transcoding

• example@abc.edu

Docker Container
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Attribute Resolution (Derived Attributes)
Re-ID Azure claims, and make them available to Shibboleth 

• example@abc.edu
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Attribute Release

• Release FROM Azure TO Shibboleth

• Release FROM Shibboleth TO Relying Party 

(InCommon)
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Canonicalization
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Reverse Proxy, SSL Termination, Header Forwarding



DEPLOYMENT 

AND FEDERATION
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Build + Deployment
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Validation
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Federation Manager



TROUBLESHOOTING
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Debug Logging – LogLevel Config



[ 37 ]

Debug Logging – File System
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Debug Logging – Application Insights



QUESTIONS?



CONFIG TEMPLATES
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global.xml

<?xml version="1.0" encoding="UTF-8"?> 

<beans xmlns="http://www.springframework.org/schema/beans" 

       xmlns:context="http://www.springframework.org/schema/context" 

       xmlns:util="http://www.springframework.org/schema/util" 

       xmlns:p="http://www.springframework.org/schema/p" 

       xmlns:c="http://www.springframework.org/schema/c" 

       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

       xsi:schemaLocation="http://www.springframework.org/schema/beans 

http://www.springframework.org/schema/beans/spring-beans.xsd 

                           http://www.springframework.org/schema/context 

http://www.springframework.org/schema/context/spring-context.xsd 

                           http://www.springframework.org/schema/util 

http://www.springframework.org/schema/util/spring-util.xsd" 

                            

       default-init-method="initialize" 

       default-destroy-method="destroy"> 

 

    <util:list id="shibboleth.c14n.attribute.AttributesToResolve"> 

    <value>canonicalNameToUseForJoin</value> 

    </util:list> 

    <util:list id="shibboleth.c14n.attribute.AttributeSourceIds"> 

        <value>canonicalNameToUseForJoin</value> 

    </util:list> 

 

    <bean id="shibboleth.authn.SAML.discoveryFunction" 

parent="shibboleth.Functions.Constant" 

    c:target="[AZURE REGISTRATION HOST]" /> 

</beans> 

 
 

<?xml version="1.0" encoding="UTF-8"?> 

<MetadataProvider id="ShibbolethMetadata" xsi:type="ChainingMetadataProvider" 

    xmlns="urn:mace:shibboleth:2.0:metadata" 

    xmlns:security="urn:mace:shibboleth:2.0:security" 

    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

    xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 

    xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport" 

    xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 

    xmlns:ds11="http://www.w3.org/2009/xmldsig11#" 

    xmlns:enc="http://www.w3.org/2001/04/xmlenc#" 

    xmlns:enc11="http://www.w3.org/2009/xmlenc11#" 

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:mace:shibboleth:2.0:metadata 

http://shibboleth.net/schema/idp/shibboleth-metadata.xsd 

                        urn:mace:shibboleth:2.0:security 

http://shibboleth.net/schema/idp/shibboleth-security.xsd 

                        urn:oasis:names:tc:SAML:2.0:assertion http://docs.oasis-

open.org/security/saml/v2.0/saml-schema-assertion-2.0.xsd 

                        urn:oasis:names:tc:SAML:2.0:metadata http://docs.oasis-

open.org/security/saml/v2.0/saml-schema-metadata-2.0.xsd 

                        urn:oasis:names:tc:SAML:metadata:algsupport 

http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-metadata-algsupport-

v1.0.xsd 

                        http://www.w3.org/2000/09/xmldsig# 

http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd 

                        http://www.w3.org/2009/xmldsig11# 

http://www.w3.org/TR/2013/REC-xmldsig-core1-20130411/xmldsig11-schema.xsd 

                        http://www.w3.org/2001/04/xmlenc# 

http://www.w3.org/TR/xmlenc-core/xenc-schema.xsd 

                        http://www.w3.org/2009/xmlenc11# 

http://www.w3.org/TR/2013/REC-xmlenc-core1-20130411/xenc-schema-11.xsd" 

    sortKey="1"> 

    <MetadataProvider id="incommon" xsi:type="DynamicHTTPMetadataProvider" 

                  maxCacheDuration="PT24H" minCacheDuration="PT10M"> 

      <MetadataFilter xsi:type="SignatureValidation" requireSignedRoot="true" 

                  certificateFile="%{idp.home}/credentials/inc-md-cert-mdq.pem" /> 

      <MetadataFilter xsi:type="RequiredValidUntil" maxValidityInterval="P14D" /> 

    <MetadataQueryProtocol>https://mdq.incommon.org/</MetadataQueryProtocol> 

    </MetadataProvider> 

    <MetadataProvider id="AzureAD-idp-metadata" 

        xsi:type="FilesystemMetadataProvider" 

        metadataFile="/opt/shibboleth-idp/metadata/AzureAD-idp.xml" /> 

</MetadataProvider> 

 
 

metadata-providers.xml
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idp-metadata.xml
<EntityDescriptor entityID="https://[HOST]/idp/shibboleth" xmlns="urn:oasis:names:tc:SAML:2.0:metadata" 

 xmlns:shibmd="urn:mace:shibboleth:metadata:1.0" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

  <IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 

    <Extensions> 

      <shibmd:Scope regexp="false">cmh.edu</shibmd:Scope> 

    </Extensions> 

    <KeyDescriptor use="signing"> 

      <ds:KeyInfo> 

        <ds:X509Data> 

          <ds:X509Certificate> 

          [SIGNING KEY] 

          </ds:X509Certificate> 

        </ds:X509Data> 

      </ds:KeyInfo> 

    </KeyDescriptor> 

    <SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"  

      Location="https://[HOST]/idp/profile/SAML2/Redirect/SSO"/> 

    <SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"  

      Location="https://[HOST]/idp/profile/SAML2/POST/SSO"/> 

    <SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST-SimpleSign"  

      Location="https://[HOST]/idp/profile/SAML2/POST-SimpleSign/SSO"/> 

    <SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"  

      Location="https://[HOST]/idp/profile/SAML2/SOAP/ECP"/> 

  </IDPSSODescriptor> 

  <SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"> 

    <KeyDescriptor use="signing"> 

      <ds:KeyInfo> 

        <ds:X509Data> 

            <ds:X509Certificate> 

            [SIGNING KEY] 

            </ds:X509Certificate> 

        </ds:X509Data> 

      </ds:KeyInfo> 

      </KeyDescriptor> 

    <KeyDescriptor use="encryption"> 

      <ds:KeyInfo> 

        <ds:X509Data> 

          <ds:X509Certificate> 

          [ENCRYPTION KEY] 

          </ds:X509Certificate> 

        </ds:X509Data> 

      </ds:KeyInfo> 

    </KeyDescriptor> 

    <AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

      Location="https://[HOST]/idp/profile/Authn/SAML2/POST/SSO"] index="0"/> 

  </SPSSODescriptor> 

</EntityDescriptor> 
 
 

subject-c14n.xml
<?xml version="1.0" encoding="UTF-8"?> 

<beans xmlns="http://www.springframework.org/schema/beans" 

       xmlns:context="http://www.springframework.org/schema/context" 

       xmlns:util="http://www.springframework.org/schema/util" 

       xmlns:p="http://www.springframework.org/schema/p" 

       xmlns:c="http://www.springframework.org/schema/c" 

       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

       xsi:schemaLocation="http://www.springframework.org/schema/beans http://www.springframework.org/schema/beans/spring-beans.xsd 

                           http://www.springframework.org/schema/context http://www.springframework.org/schema/context/spring-context.xsd 

                           http://www.springframework.org/schema/util http://www.springframework.org/schema/util/spring-util.xsd"                     

       default-init-method="initialize" 

       default-destroy-method="destroy"> 

    <util:list id="shibboleth.PostLoginSubjectCanonicalizationFlows"> 

        <bean id="c14n/attribute" parent="shibboleth.PostLoginSubjectCanonicalizationFlow" /> 

         <ref bean="c14n/SAML2ProxyTransform" /> 

        <ref bean="c14n/x500" /> 

        <ref bean="c14n/simple" /> 

    </util:list> 

    <util:list id="shibboleth.ProxyNameTransformFormats"> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</value> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</value> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</value> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</value> 

        <value>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</value> 

    </util:list> 

    <bean id="shibboleth.ProxyNameTransformPredicate" parent="shibboleth.Conditions.ProxyAuthentication"> 

        <constructor-arg name="collection"> 

            <list> 

            </list> 

        </constructor-arg> 

    </bean> 

    <util:list id="shibboleth.ProxyNameTransforms"> 

    </util:list> 

    <util:list id="shibboleth.SAMLSubjectCanonicalizationFlows"> 

        <ref bean="c14n/SAML2Transient" /> 

        <ref bean="c14n/SAML2CryptoTransient" /> 

        <ref bean="c14n/SAML1Transient" />  

        <ref bean="c14n/SAML1CryptoTransient" /> 

        <ref bean="c14n/SAML2Transform" /> 

        <ref bean="c14n/SAML1Transform" /> 

    </util:list> 

    <util:list id="shibboleth.NameTransformFormats"> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</value> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</value> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</value> 

        <value>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</value> 

        <value>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</value> 

    </util:list> 

    <bean id="shibboleth.NameTransformPredicate" parent="shibboleth.Conditions.RelyingPartyId"> 

        <constructor-arg name="candidates"> 

            <list> 

            </list> 

        </constructor-arg> 

    </bean> 

    <util:list id="shibboleth.NameTransforms"> 

    </util:list> 

</beans> 
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attribute-filter.xml
<?xml version="1.0" encoding="UTF-8"?> 

<AttributeFilterPolicyGroup id="ShibbolethFilterPolicy" 

        xmlns="urn:mace:shibboleth:2.0:afp" 

        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

        xsi:schemaLocation="urn:mace:shibboleth:2.0:afp http://shibboleth.net/schema/idp/shibboleth-afp.xsd"> 

    <AttributeFilterPolicy id="releaseRandSAttributeBundle"> 

        <PolicyRequirementRule xsi:type="EntityAttributeExactMatch" 

                        attributeName="http://macedir.org/entity-category" 

                        attributeValue="http://refeds.org/category/research-and-scholarship"/> 

        <AttributeRule attributeID="eduPersonPrincipalName"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="eduPersonScopedAffiliation"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="eduPersonAssurance"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="givenName"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="sn"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="displayName"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="mail"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

    </AttributeFilterPolicy> 

 

    <!-- Attribute release for all InCommon SPs --> 

    <AttributeFilterPolicy id="releaseToInCommon"> 

        <PolicyRequirementRule xsi:type="EntityAttributeExactMatch" 

                        attributeName="http://macedir.org/entity-category" 

                        attributeValue="http://id.incommon.org/category/registered-by-incommon"/> 

        <AttributeRule attributeID="eduPersonPrincipalName"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="eduPersonScopedAffiliation"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="givenName"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="sn"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="displayName"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

        <AttributeRule attributeID="mail"> 

            <PermitValueRule xsi:type="ANY" /> 

        </AttributeRule> 

    </AttributeFilterPolicy> 

 

    <AttributeFilterPolicy id="FilterPolicyObject-Proxy-FromAzure-byIssuer-Type"> 

        <PolicyRequirementRule xsi:type="Issuer" value="[AZURE REGISTRATION HOST]" /> 

        <AttributeRule attributeID="azureDisplayname" permitAny="true" /> 

        <AttributeRule attributeID="azureGivenname" permitAny="true" /> 

        <AttributeRule attributeID="azureSurname" permitAny="true" /> 

        <AttributeRule attributeID="azureAuthnmethodsreferences" permitAny="true" /> 

        <AttributeRule attributeID="azureIdentityprovider" permitAny="true" /> 

        <AttributeRule attributeID="azureTenantid" permitAny="true" /> 

        <AttributeRule attributeID="azureEmailaddress" permitAny="true" /> 

        <AttributeRule attributeID="azureObjectidentifier" permitAny="true" /> 

        <AttributeRule attributeID="azureAssurance" permitAny="true" /> 

        <AttributeRule attributeID="azureAffiliation" permitAny="true" /> 

        <AttributeRule attributeID="azureName"> 

            <PermitValueRule xsi:type="Scope" value="[SCOPE]" ignoreCase="true" /> 

        </AttributeRule> 

    </AttributeFilterPolicy> 

</AttributeFilterPolicyGroup> 
 

attribute-resolver.xml
<?xml version="1.0" encoding="UTF-8"?> 

<AttributeResolver 

        xmlns="urn:mace:shibboleth:2.0:resolver" 

        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

        xsi:schemaLocation="urn:mace:shibboleth:2.0:resolver 

http://shibboleth.net/schema/idp/shibboleth-attribute-resolver.xsd"> 

   <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="mail" 

        principalAttributeName="azureEmailaddress" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="displayName" 

        principalAttributeName="azureDisplayname" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="sn" 

        principalAttributeName="azureSurname" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="givenName" 

        principalAttributeName="azureGivenname" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="eduPersonTargetedID" 

        principalAttributeName="azureObjectidentifier" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="eduPersonAssurance" 

        principalAttributeName="azureAssurance" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="eduPersonPrincipalName" 

        principalAttributeName="azureName" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="false" 

        id="eduPersonScopedAffiliation" 

        principalAttributeName="azureAffiliation" /> 

    <AttributeDefinition xsi:type="SubjectDerivedAttribute" 

        forCanonicalization="true" 

        id="canonicalNameToUseForJoin" 

        principalAttributeName="azureName" /> 

   <DataConnector id="passthroughAttributes" xsi:type="Subject" exportAttributes="azureName 

azureEmailaddress 

    azureDisplayname azureGivenname azureSurname azureTenantid azureObjectidentifier 

azureIdentityprovider 

    azureAuthnmethodsreferences azureAssurance azureAffiliation" /> 

</AttributeResolver> 
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default_rules.xml
<?xml version="1.0" encoding="UTF-8"?> 

<beans xmlns="http://www.springframework.org/schema/beans" 

       xmlns:context="http://www.springframework.org/schema/context" 

       xmlns:util="http://www.springframework.org/schema/util" 

       xmlns:p="http://www.springframework.org/schema/p" 

       xmlns:c="http://www.springframework.org/schema/c" 

       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

       xsi:schemaLocation="http://www.springframework.org/schema/beans 

http://www.springframework.org/schema/beans/spring-beans.xsd 

                           http://www.springframework.org/schema/context 

http://www.springframework.org/schema/context/spring-context.xsd 

                           http://www.springframework.org/schema/util 

http://www.springframework.org/schema/util/spring-util.xsd" 

                            

       default-init-method="initialize" 

       default-destroy-method="destroy">     

    <import resource="inetOrgPerson.xml" /> 

    <import resource="eduPerson.xml" /> 

    <import resource="eduCourse.xml" /> 

    <import resource="schac.xml" /> 

    <import resource="samlSubject.xml" /> 

    <import resource="azureClaims.xml" /> 

</beans> 
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logback.xml
<?xml version="1.0" encoding="UTF-8"?> 

<configuration> 

    <variable file="${idp.home}/conf/idp.properties" /> 

    <variable name="idp.logfiles" value="${idp.logfiles:-${idp.home}/logs}" /> 

    <variable name="idp.loghistory" value="${idp.loghistory:-180}" /> 

    <variable name="idp.loglevel.idp" value="${idp.loglevel.idp:-DEBUG}" /> 

    <variable name="idp.loglevel.ldap" value="${idp.loglevel.ldap:-WARN}" /> 

    <variable name="idp.loglevel.messages" value="${idp.loglevel.messages:-INFO}" /> 

    <variable name="idp.loglevel.encryption" value="${idp.loglevel.encryption:-INFO}" /> 

    <variable name="idp.loglevel.opensaml" value="${idp.loglevel.opensaml:-INFO}" /> 

    <variable name="idp.loglevel.props" value="${idp.loglevel.props:-INFO}" /> 

    <variable name="idp.loglevel.httpclient" value="${idp.loglevel.httpclient:-INFO}" /> 

    <variable name="idp.loglevel.spring" value="${idp.loglevel.spring:-ERROR}" /> 

    <variable name="idp.loglevel.container" value="${idp.loglevel.container:-ERROR}" /> 

    <variable name="idp.loglevel.xmlsec" value="${idp.loglevel.xmlsec:-INFO}" /> 

 

    <logger name="net.shibboleth.idp" level="${idp.loglevel.idp}"/> 

    <logger name="org.opensaml.saml" level="${idp.loglevel.opensaml}"/> 

    <logger name="org.ldaptive" level="${idp.loglevel.ldap}"/> 

    <logger name="org.apache.http" level="${idp.loglevel.httpclient}"/> 

    <logger name="PROTOCOL_MESSAGE" level="${idp.loglevel.messages}" /> 

    <logger name="org.opensaml.saml.saml2.encryption.Encrypter" level="${idp.loglevel.encryption}" /> 

    <logger name="net.shibboleth.idp.log.LogbackLoggingService" level="${idp.loglevel.props}" /> 

 

    <!-- Especially chatty. --> 

    <logger name="org.apache.xml.security" level="${idp.loglevel.xmlsec}" /> 

    <logger name="org.springframework" level="${idp.loglevel.spring}"/> 

    <logger name="org.apache.catalina" level="${idp.loglevel.container}"/> 

    <logger name="org.eclipse.jetty" level="${idp.loglevel.container}"/> 

    <appender name="IDP_PROCESS" class="ch.qos.logback.core.FileAppender"> 

        <File>/tmp/logidp-process</File> 

        <encoder class="ch.qos.logback.classic.encoder.PatternLayoutEncoder"> 

            <charset>UTF-8</charset> 

            <Pattern>%date{ISO8601} - %mdc{idp.remote_addr} - %level [%logger:%line] - %msg%n%ex{short}</Pattern> 

        </encoder> 

        <filter class="ch.qos.logback.core.filter.EvaluatorFilter"> 

            <evaluator> 

                <matcher> 

                    <Name>VelocityStatusMatcher</Name> 

                    <regex>ResourceManager\s*: unable to find resource 'status\.vm' in any resource loader\.</regex> 

                </matcher> 

                <expression>VelocityStatusMatcher.matches(formattedMessage)</expression> 

            </evaluator> 

            <OnMatch>DENY</OnMatch> 

        </filter> 

    </appender> 

    <appender name="ASYNC_PROCESS" class="ch.qos.logback.classic.AsyncAppender"> 

        <appender-ref ref="IDP_PROCESS" /> 

        <discardingThreshold>0</discardingThreshold> 

    </appender> 

    <appender name="IDP_WARN" class="ch.qos.logback.core.FileAppender"> 

        <filter class="ch.qos.logback.classic.filter.ThresholdFilter"> 

            <level>WARN</level> 

        </filter> 

        <File>/tmp/logidp-warn</File> 

        <encoder class="ch.qos.logback.classic.encoder.PatternLayoutEncoder"> 

            <charset>UTF-8</charset> 

            <Pattern>%date{ISO8601} - %mdc{idp.remote_addr} - %level [%logger:%line] - %msg%n%ex{full}</Pattern> 

        </encoder> 

        <filter class="ch.qos.logback.core.filter.EvaluatorFilter"> 

            <evaluator> 

                <matcher> 

                    <Name>VelocityStatusMatcher</Name> 

                    <regex>ResourceManager\s*: unable to find resource 'status\.vm' in any resource loader\.</regex> 

                </matcher> 

                <expression>VelocityStatusMatcher.matches(formattedMessage)</expression> 

            </evaluator> 

            <OnMatch>DENY</OnMatch> 

        </filter> 

    </appender> 

    <appender name="IDP_AUDIT" class="ch.qos.logback.core.FileAppender"> 

        <File>/tmp/logidp-audit</File> 

        <encoder class="ch.qos.logback.classic.encoder.PatternLayoutEncoder"> 

            <charset>UTF-8</charset> 

            <Pattern>%msg%n</Pattern> 

        </encoder> 

    </appender> 

    <appender name="IDP_CONSENT_AUDIT" class="ch.qos.logback.core.FileAppender"> 

        <File>/tmp/logidp-consent-audit</File> 

        <encoder class="ch.qos.logback.classic.encoder.PatternLayoutEncoder"> 

            <charset>UTF-8</charset> 

            <Pattern>%msg%n</Pattern> 

        </encoder> 

    </appender> 

    <appender name="IDP_FTICKS" class="ch.qos.logback.classic.net.SyslogAppender"> 

        <syslogHost>${idp.fticks.loghost:-localhost}</syslogHost> 

        <port>${idp.fticks.logport:-514}</port> 

        <facility>AUTH</facility> 

        <suffixPattern>[%thread] %logger %msg</suffixPattern> 

    </appender> 

    <logger name="Shibboleth-Audit" level="ALL"> 

        <appender-ref ref="${idp.audit.appender:-IDP_AUDIT}"/> 

    </logger> 

    <logger name="Shibboleth-FTICKS" level="ALL" additivity="false"> 

        <appender-ref ref="${idp.fticks.appender:-IDP_FTICKS}"/> 

    </logger> 

    <logger name="Shibboleth-Consent-Audit" level="ALL"> 

        <appender-ref ref="${idp.consent.appender:-IDP_CONSENT_AUDIT}"/> 

    </logger> 

    <root level="${idp.loglevel.root:-INFO}"> 

        <appender-ref ref="${idp.process.appender:-IDP_PROCESS}"/> 

        <appender-ref ref="${idp.warn.appender:-IDP_WARN}" /> 

    </root> 

</configuration> 
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idp.properties

idp.searchForProperties=true 

idp.additionalProperties=/credentials/secrets.properties 

idp.entityID=https://[HOST]/idp/shibboleth 

idp.scope=[SCOPE (e.g. *.edu)]  

idp.csrf.enabled=true 

idp.sealer.storeResource=%{idp.home}/credentials/sealer.jks 

idp.sealer.versionResource=%{idp.home}/credentials/sealer.kver 

idp.signing.key=%{idp.home}/credentials/idp-signing.key 

idp.signing.cert=%{idp.home}/credentials/idp-signing.crt 

idp.encryption.key=%{idp.home}/credentials/idp-encryption.key 

idp.encryption.cert=%{idp.home}/credentials/idp-encryption.crt 

idp.encryption.config=shibboleth.EncryptionConfiguration.GCM 

idp.trust.signatures=shibboleth.ExplicitKeySignatureTrustEngine 

idp.trust.certificates=shibboleth.ExplicitKeyX509TrustEngine 

idp.storage.htmlLocalStorage=true 

idp.session.trackSPSessions=true 

idp.session.secondaryServiceIndex=true 

idp.bindings.inMetadataOrder=false 

idp.ui.fallbackLanguages=en,fr,de 

idp.audit.shortenBindings=true 
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authn.properties
idp.authn.flows = SAML 

idp.authn.External.externalAuthnPath = contextRelative:external.jsp 

idp.authn.SPNEGO.supportedPrincipals = \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos, \ 

    saml1/urn:ietf:rfc:1510 

idp.authn.X509.supportedPrincipals = \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:X509, \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, \ 

    saml1/urn:ietf:rfc:2246 

idp.authn.X509Internal.supportedPrincipals = \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:X509, \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, \ 

    saml1/urn:ietf:rfc:2246 

idp.authn.IPAddress.supportedPrincipals = \ 

   saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol 

idp.authn.Duo.supportedPrincipals = \ 

    saml2/http://example.org/ac/classes/mfa, \ 

    saml1/http://example.org/ac/classes/mfa 

idp.authn.SAML.nonBrowserSupported = false 

idp.authn.SAML.passiveAuthenticationSupported = true 

idp.authn.SAML.forcedAuthenticationSupported = true 

idp.authn.SAML.proxyScopingEnforced = true 

idp.authn.SAML.discoveryRequired = true 

idp.authn.SAML.supportedPrincipals = \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport, \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:Password, \ 

    saml1/urn:oasis:names:tc:SAML:1.0:am:password, \ 

    https://refeds.org/profile/mfa 

idp.authn.MFA.supportedPrincipals = \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol, \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport, \ 

    saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:Password, \ 

    saml1/urn:oasis:names:tc:SAML:1.0:am:password 
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server.xml
<?xml version='1.0' encoding='utf-8'?> 

<Server port="8005" shutdown="SHUTDOWN"> 

  <Listener className="org.apache.catalina.core.AprLifecycleListener" 

SSLEngine="on" /> 

  <Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener" /> 

 

  <Service name="Catalina"> 

    <Connector 

              protocol="org.apache.coyote.http11.Http11NioProtocol" 

              port="443" maxThreads="200" 

              scheme="https" secure="true" SSLEnabled="true" 

              keystoreFile="/opt/certs/keystore.jks" keystorePass="[PWD]" 

              clientAuth="false" sslProtocol="TLS"/> 

    <Connector 

        port="8080" maxThreads="150" 

        enableLookups="false" connectionTimeout="20000" maxHttpHeaderSize="65536" 

/> 

       

    <Engine name="Catalina" defaultHost="localhost"> 

      <Host name="localhost"  appBase="webapps" unpackWARs="true" 

autoDeploy="true"> 

          <Valve className="org.apache.catalina.valves.RemoteIpValve"/> 

          <Valve className="org.apache.catalina.valves.AccessLogValve" 

directory="logs" 

                prefix="localhost_access_log." suffix=".txt" 

                pattern="combined" /> 

          <Valve className="org.apache.catalina.valves.ErrorReportValve" 

showReport="false" showServerInfo="false" /> 

      </Host> 

    </Engine> 

  </Service> 

</Server> 

 
 

$SUB = "" 

$ACR = "" 

$RG = "" 

$REGION = "" 

$ACRPWD = "" 

 

az login 

az account set --subscription $SUB 

 

az acr login --name $ACR 

 

docker build . -t "$ACR.azurecr.io/shib-idp:testing" 

docker push "$ACR.azurecr.io/shib-idp:testing" 
 

deployment.ps1
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