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Global Cost of Ransomware

2015 | $325 Million

2017 W $5 Billion

2021 M $20 Billion

2024 B $42 Billion
2026 W $/7.5 Billion

2028 NN $757 Billion
2031 N £265 Billion

Source: https.//cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031/
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Source: https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031/
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RANSOMWARE EVOLUTION TIMELINE

1989

WannaCry and Not-Petya
caused global security crisis

« WannaCry attack included 150 countries®
* NotPetya caused about $S10 billion in
damages worldwide’

2019

First known
triple-extortion attack

Ransomware’s 93% surge
was mainly fueled by triple extortion®

2021

First known
ransomware attack

Traditional ransomware attack: encrypt
data - extort for money » decryption
key provided if ransom paid

2017

First known
double-extortion attack

935% increase in the number of
companies that have had their data
exposed on a data leak site during
the study period®

2020

First known quadruple-
extortion attack

« These types of attacks are not
as frequent

+ The average payment surged
171%, to more than $312K™

© Blackberry, 2021




Ransomware Era
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Adversary Trends

« Rapid Weaponization

« Knowledge of Victims
* Fileless Malware

* Increased Automation
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Top 4 Initial Access Methods




Higher Education
Heavy Hitters
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AvoslLocker
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The Basics

* First appeared in 2021

* RaaS model

* Double extortion

* Phone calls and DDoS attacks

* Monero payments preferred
* 10-25% premium for Bitcoin

 Performs reconnaissance
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The Basics (Cont.)

 Exploits internet-facing apps with compromised
creds for initial access

« Depends on skillset of the actor
* Infects Windows and Linux
* Optional command line arguments to enable/disable features
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While not as prominent or active as LockBit or Conti, AvosLocker’s clever use of familiar
tactics makes it a ransomware variant worth monitoring today.

—
H

Lateral movement

Uses Paint Data Query
(PDQ) Deploy for lateral
movement

MBREN-ISAC

-
L~

Defense evasion

Runs on safe mode to
avoid certain security
measures

Credential access Command and control

Uses Mimikatz and Installs AnyDesk, a
XenArmor Password remote management tool
Recovery Pro tool to get to gain control of targeted
credentials systems

© TrendMicro, 2022




Other Malware, Tools, and Exploits

AvoslLocker uses a variety of tools and exploits in its campaigns. Some of these are:

Tools

Exploits

NetScan

MBREN-ISAC

AnyDesk

PDQ Deploy

| O

. B CVE'2021'31207
Mimikatz CVE-2021-34523

CVE-2021-34473
CVE-2021-26855
CVE-2021-40539

© TrendMicro, 2022
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The Basics (Cont.)

» Creates a mutex object to avoid re-infection
* Maps accessible drives and enumerated files in directories
* Encrypts files while creating a ransom note in every directory
» Observed cases use the following file extensions:
* .avos
* .avos2
 AvosLinux
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Ransom Note

AvosLocker

Attention!

Your systems have been encrypted, and your confidential documents were downloaded.
In order to restore your data, you must pay for the decryption key & application.

You may do so by visiting us at
http://avosjondpfh3y7ew3jdwz6ofw7lljicxlbk7hcxxmnxlhSkvf2akcgjad.onion.

This is an onion address that you may access using Tor Browser which you may download at
https://www torproject.org/download/

Details such as pricing, how long before the price increases and such will be available to you once
you enter your |D presented to you below in this note in our website.

Contact us soon, because those who don't have their data leaked in our press release blog and
the price they'll have to pay will go up significantly.

The corporations whom don't pay or fail to respond in a swift manner have their data leaked in our
blog, accessible at http://avosqxh72b5ia23dI5fgwcpndkctuzqvh2iefkSimp3piSgfhelSklad.onion

© CISA, 2022
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Initial Site to Contact Threat Actor(s)

AvoslLocker

« Ransom note
link directs users to
this Onion website

* Victims prompted to
enter unique ID

© Unit 42, 2021
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payment * AvoslLocker E

rypled using AES-256 military
your files is using our decryptor. You may buy it for the quoted price below.

The only method €
thus we will be providing you live-chat su 1 throughout the proce:

You are an enterprise client of ours,

ar 1S not involved In any attacks iself and it acts merely as an arbitrator. it's in our ir that both parties tisfied with our service.

Countdown

Staft Sun, 18 Jul 2021 14:55:24 GMT
The price will Ir $150,000.00 USD
Hey, | see that you've visited our payment page. You can text

0 days 1 hours 41 minutes g e o

Staff

As you are an enterprise client of ours, we will provide you with
customer support throughout the process. You may use this
chat to get in contact with us.

Test decryption
You may test ou
nage f

Browse

ormation

Status: Pay 398.94~ XMR ($75,000.00 USD) to
44VPFyr1 W52iiCowv1 LJSS3HkZGMBNFPYKVEbeMVipx2gTaZeahL Kc4ZA/4RrgQSFeBHj4 VoJu583a Yo 6KxdRxM1
G1Zupg with the payment id-03820150cb33ble971173617885245b35ea0c7973a3c 7Tbee27bdbd8s4 138deda

onero. We have preg
‘ 1d 398.94 XMR t
44VPFyrw

1Zupg with

How to buy Monero?

0@REN-|SAC © Unit 42, 2021

« Upon ID submission,
victims are redirected to
this payment site.

« Countdown

» Test decryption

« Payment Information
 Support




Vice Society




The Basics

* First observed in 2021
* Double extortion

* No unique ransomware variant
 Latest payload is a Zeppelin variant

 Exploits internet-facing apps with compromised creds for
initial access

* Perform reconnaissance
« TTPs difficult to quantify
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The Basics (Cont.)

 Exploiting PrintNightmare
* Variety of tools to move laterally
* "Living off of the Land” Techniques

* Maintain persistence by:
» Leveraging scheduled tasks

» Creating undocumented autostart Registry keys
* DLL side-loading
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Ransom Note

ALL YOUR FILES HAVE BEEN ENCRYPTED BY "VICE SOCIETY"
All your important documents, photos, databases were stolen and encrypted.

If you don't contact us in 7 days we will upload your files to darknet.

The only method of recovering files is to purchase an unique private key.
We are the only who can give you tool to recover your files.

To proove that we have the key and it works you can send us 2 files and we decrypt
it for free (not more than 2 MB each).

This file should be not valuable!

Write to email: |l @onionmail.org
Alternative email: |EEEEEGConionmail.org

Public emai:1 | @onionmail.org
Our tor website: | onion

Attention!

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software, it may cause
permanent data loss.

* Decryption of your files with the help of third parties may cause increased price
(they add their fee to ours) or you can become a victim of a scam.

© PC Risk, 2022




FOR VioGims | OUR BLOY

We are also here:

OUR PARGNERS

© Bleeping Computer, 2022

MBREN-ISAC

Example of Vice Society's Data
Leak Site

* Victims referred to as "Our
Partners”

* Areas blacked out are victim
info
« Company Name
* Logo
* Website
« Mission Statement




|OCs

Email Addresses
v-society.official@onionmail[.]org

ViceSociety@onionmail[.Jorg

OnionMail email accounts in the format of [First Name][Last Name]@onionmail[.]org

IP Addresses for C2 Confidence Level

SBREN-ISAC © CISA, 2022




|OCs (Cont.)

http://vsociethok6sbprvevl4dlwbqrzyhxcxaqpvcqgtSbelwvsuxaxsutyad[.]Jonion

I e
I
I Ty

© CISA, 2022
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The Basics

* First observed in 2021
« Compromised creds for initial access though not exclusively

« Each build is victim-specific
* Unique info hard-coded into the binary at compile time

* Difficult to share samples due to the uniqueness
 Uses Windows Task Scheduler

» PowerShell scripts/Cobalt Strike for initial deployment
* Steals any data stored on the cloud
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The Basics (Cont.)

* Rust programming language

» Targets and encrypts Windows and Linux devices and VMWare
instances

* Self-propagation
» Can bypass UAC
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Ransom Note

>> What happened?

Important files on your network was ENCRYPTED and now they have "iz5zhcr” extension.
In order to recover your files you need to follow instructions below.

>> Sensitive Data

Sensitive data on your network was DOWNLOADED.
If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.

Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote services.

- Private financial information including: clients data, bills, budgets, annual reports, bank statements.
- Manufacturing documents including: datagrams, schemas, drawings in solidworks format

- And more...

>> CAUTION

DO NOT MODIFY ENCRYPTED FILES YOURSELF.

DO NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.

YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.
>> What should | do next?

1) Download and install Tor Browser from: https://torproject org/
2) Navigate to:

MBREN-ISAC © Microsoft, 2022




Source: HSDI
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To Pay or Not to Pay.....

» Repeat Attacks

* Double, Triple, & Quadruple Extortion

» Reputation of the Ransomware Author

* Likelihood of getting the decryption key (WannaCry)
* Does the decryption key work? (NotPetya)

e I[nsurance considerations

MBREN-ISAC



Best Practices

e Mitre ATT&CK Framework
e CIS Control Framework

* Incident Response
* Policy
 Plan
 Playbooks

 Principal of Least Privilege
» Asset Management
 Baseline network behavior

MBREN-ISAC

« Workshops/Tabletops
« Threat/Intel/Best Practices Sharing
« Network Segmentation
« Backups -
o Air Gap & TEST!!!

* Multiple copies of critical data and
servers in different physical locations

 Vulnerability Management
* MFA




Guidance

 REN-ISAC Peer Assessment

* CISA Ransomware Readiness Assessment
 CISA Cyber Hygiene Services

» Alert & Advisories with [OCs

MBREN-ISAC



CIS Controls CIS Controls

Inventory of Hardware Inventory and Control of Enterprise Assets
Inventory of Software Inventory and Control of Software Assets
Continuous Vulnerability Management Data Protection
Control of Admin Privileges Secure Configuration of Enterprise Assets and
Secure Configuration Account Management
Maintenance and Analysis of Logs Access Control Management
Email and Browser Protections Continuous Vulnerability Management
Malware Defenses Audit Log Management

Email and Web Browser Protections
Data Recovery Malware Defenses
Secure Configuration of Network Devices Data Recovery

Network Infrastructure Management
Data Protection Network Monitoring and Defense

Controlled Access Based on Need to Know Security Awareness and Skills Training

Account Monitoring and Control Application Software Security
Security Awareness Training Incident Response Management
Application Security Penetration Testing

Incident Management

Penetration Testing

MBREN-ISAC © SANS, 2021




CIS Control Framework

* Where To Start?

« @ Focus on the basics! Start with 1G1

« o Know your asset inventory (CIS Control 1 & 2)

e Protect your data (CIS Control 13 & 14)

e Securely configure your assets (CIS Control 5)

e Patch and update (CIS Control 3)

e Scan for vulnerabilities (CIS Control 3)

e Have backups - protect and test them (CISControl 10)
e Train your workforce (CIS Control 17)

o |f all else fails...have a plan! (CIS Control 19)

MBREN-ISAC
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