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How do you manage risk
in a multi-lateral,

partner community
research environment?



Agenda
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Federal Govt Risk Management

Pivot to International Partner Sites



Risk = Threat x Vulnerability x Impact*

4* “Consequence”



The Ongoing War in 
Cyberspace: Its Impact On 

Research
Cyber warfare is a growing threat to research 
and development, as malicious actors seek to 

disrupt and steal valuable data. 
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Threats
§ State Actors 

§ Corporations

§ Hacktivists

§ Organized Crime

§ Social Media Agitators

§ Insider Threats
• Espionage
• Disgruntled Employees 
• Failure to follow security policies
• Failure to practice good cyber hygiene
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Clinical Research = Public Trust
of Most Sensitive Data
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Clinical data includes 
people’s most sensitive 
information:

Genetic Code
Medical/Health Data
Etc.

Definite impact if data
is compromised or stolen!



Reducing Risk by Remediating Vulnerabilities
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Pathway of Vulnerabilities
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The Research Must Flow



NIAID’s Global Presence 
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The dilemma: 
Science must collaborate to advance | Data must be protected
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NIH mission: to seek fundamental knowledge 
about the nature and behavior of living 
systems and the application of that 
knowledge to enhance health, lengthen life, 
and reduce illness and disability.

“Collaborations: The rise of research networks” Nature 490, 335–336 (18 October 2012) doi:10.1038/490335a
http://olihb.com/2014/08/11/map-of-scientific-collaboration-redux/

Scientific Collaboration Networks



International Centers for Excellence in Research 
(ICERs)

§ launched to develop and sustain 
research programs in disease-
endemic countries through 
partnerships with local scientists

§ Current ICER sites:
• Mali
• Uganda
• India
• Cambodia
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Site Characteristics

Rakai Health Sciences Program (Uganda)
https://www.rhsp.org/index.php
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https://www.rhsp.org/index.php


IBRSP Enterprise - Two Components: 
US Federal Information Systems & International Partner Systems

NDCP and other IBRSP-
managed Federal 

Information Systems ICER Mali

ICER Uganda

ICER India

ICER 
Cambodia

Federal Info Systems – 
Governed by NIST publications

International sites – IBRSP provides service and must partner 
with site for governance; each site is unique; no formal 
cybersecurity risk management framework levied

IBRSP Leadership, Service Desk, Change Advisory Board, Global Technicians all:
operate, maintain and secure both of these components as part of a single holistic enterprise.
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The Data Comes First



Right risk = right balance b/w operations and security.

Perpetual process!

Deliberate.
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Compliance != Security



The Information – that’s what’s important
System Impact Assessment (FIPS 199)
§ Impact of failure assessed low, moderate, or high, on three dimensions:

• Confidentiality – what happens if someone sees the data who shouldn’t?
• Integrity – what happens if someone alters the data who shouldn’t?
• Availability – what happens if someone needs to access but couldn’t?

§ US Govt uses NIST 800-60 Vols 1 and 2 for default impacts vs Info Type
§ “D.14.5 Health Care Research and Practitioner Education Information Type”

• C: Low                            I: Moderate        A: Low
§ Participant PII

• C: Moderate or High      I: Moderate         A: Low

§ System Baseline determined by the highest impact (“High Watermark” method)
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NIST Risk Management Framework
… identifying and managing vulnerabilities

Risk Management Framework
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§ Control Framework … 
any could plug in here

§ (The NIST RMF cycle 
is framework agnostic)



Key Differences

IBRSP US Federal Info Sys’s ICER/International Info Sys’s
1. NIAID-Governed
2. US Federal 

Information System
3. US Authorizing Official (AO)
4. Accredited under NIST Risk 

Management Framework

1. IT governance varies by site
2. International Research 

Collaboration at Global 
Research Institutions

3. Multiple international 
funding partners

4. Needs risk assessment process 
tailored to international partner 
environments (not NIST)
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Do you even OODA?



Strict RMF not realistic for multilateral sites
… but can we at least get an OODA loop going?
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Observe
Document 
Controls

Orient
Assess

Decide
Prioritize/POAM

Act
Implement

RMF Loop OODA Loop

Prepare, 
Categorize

Direct Governance
Leadership Involved,
Tailored Governance,

Negotiated Partnership Governance



UNKNOWN UNKNOWNS KNOWN UNKNOWNS KNOWNS
(OBSERVE AND ORIENT)

OODA Ignition
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I don’t even have a framework. At least I have a framework. At least I’ve applied a framework.



Desired Outcomes: Visibility!
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• Allows us to prioritize mitigation efforts. • Allows us to prioritize leadership 
engagement on shared governance.

(Notional: example data) (Notional: example data)

(SITE 1) (SITE 2) (SITE 3) (SITE 1) (SITE 2) (SITE 3)
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Our Strategy

Our team evolved a cybersecurity control framework to address this situation 
(inspired by NIST, tailored with REFEDS)

§ Developed custom tailored security controls

§ Start Descriptive … worry about Prescriptive Later
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Our
Ingredients
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IBRSP Cybersecurity Management Framework
§ Based on NIST 800-171 (CUI), 

tailored to cybersecurity
• Minus U.S. CUI-specific controls 
• Plus REFEDS Assurance Framework and MFA Profile
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§ Where applicable, 
mapped to:
• NIST 800-53
• REFEDS Sirtfi
• ISO 27001

§ 109 Control Elements



Methodology

§ Start with a framework

§ Scope area of 
authority vs area of 
collaboration

§ Scope stakeholder 
presence and level of 
engagement

27

IBRSP

Partner(s)

Shared

§ Identify where network 
boundaries are…
• One shared boundary? 

Boundaries in 
between?

• Some controls might be 
shared responsibility

§ Note: actual venn 
diagram at sites may be 
more complex. This is a 
starting ‘notional’ model.



Methodology – Control Landscape
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IBRSP

Partner(s)

Governance Categories

Shared

A. Partner(s) Areas of Control:
• Limited to no IBRSP authority
• Focus on understanding and 

meeting/respecting interests

B. Shared Areas of Control:
• Peer leadership, collaborative approach
• Most challenging risk governance

C. IBRSP Areas of Control
• Within our scope to manage
• As long as we meet partner interests (service 

expectations)

Understanding Partnership



Parallel Paths 
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C. IBRSP

B. Shared

A. Partner Communicate

Communicate and Implement

Communicate and Collaborate



Strategy to Address
Varied/Shared Site Governance

1. Develop tailored security control 
framework

2. For each ICER/site:
• Identify which controls we can do
• Identify which controls (if any) 

belong to partner site
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IBRSP Cybersecurity Management Framework
for ICER System Security Plans (SSPs)

IBRSP Governed

Partner Site Governed



SSP Dashboard EXAMPLE – Live, Available Risk Visibility
(Not lots of separate word docs that “sit on a shelf”.)
Enterprise=Global Inheritance

Partner Research Site

One tab(worksheet) per site:
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Key Points:
§ Phase 1: Descriptive 

(Awareness and Cleanup)
• Capture status all ICERS and Systems 

against developed Cybersecurity 
Management Framework “as is”

• Make informed prioritization decisions
• Make risk adjustments within our sphere 

of control

§ Phase 2: Prescriptive 
(Governance and Risk Management)
• Analyze holistic governance gap areas (if 

any) – prioritize and strategize based on 
site

• Authorizing authority? No one clear 
source.
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Observe
Document Controls

Orient
Assess

Decide
Prioritize/POAM

Act
Implement

IBRSP

Partner(s)

Shared



IBRSP Cybersecurity Management Framework (CMF)
-- less about compliance and approvals
-- more about identifying risk and prioritizing corrective action

IBRSP Policy SOP on International SSPs

IBRSP Control Framework Controls Dashboard

• Defines scope: Cybersecurity 
vs Information Security

• Tasks Development of a 
Framework

• Tailored from NIST SP 800-171
• Mapped to NIST SP 800-53-3, 

ISO 27001, Sirtfi
• Includes requirements to use 

REFEDS Assurance Framework 
and MFA Profile

• Guides Sites on how to use develop 
SSPs using Controls Dashboard 
dashboard and control framework

• Guides Global Technicians on how 
to do assessments

• Master spreadsheet of system 
controls

• Consolidated visibility of all 
IBRSP international systems
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Takeaways
§ Doing something is better than doing nothing: mindful management
§ Understand your environment’s purpose (mission)
§ Identify impact à weigh risk vs benefit
§ Adapt a control framework to meet your environment
§ Assess descriptively

• goal is deliberate decision making
• avoid accidental/unconscious risk

§ Advise decision makers/risk acceptance authorities
§ Build partnerships for cooperative security
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